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1. Introduction
Open access to research data plays a critical role in modern science, in order to ensure
that researchers can build their work on top of previous efforts and advance in their
research fields, instead of having to spend time and resources re-creating existing
experiments. Nevertheless, research data is not always discoverable, or at least easily
accessible, as data publishing is not yet a generalized practice, even amongst public
institutions. This reality could be the result of different factors, such as a culture of “fear”
of becoming obsolete or losing competitive advantage by sharing data assets, or simply
a lack of knowledge about common practices and technologies for the storage,
management and sharing of research data. As a result, such data may remain stored in
offline locations, such as hard disks, CD’s or other ad-hoc storage solutions used by the
researchers, which often are not associated with backup policies, and therefore can raise
concerns regarding their preservation.
In order to address these issues, the EC has created the ODRP pilot, which “aims to
improve and maximise access to and re-use of research data generated by Horizon 2020
projects (...)” (EUROPEAN COMMISSION Directorate-General for Research &
Innovation 2016, Ref. 6), by establishing open access as the default setting for any data
generated. From 2017, participation in this pilot became the default setting, although it
is possible to opt-out, at any stage of the project. In this project, we decided not to optout of this pilot, as we subscribe to this vision of open science based on open data, which
fully aligns with our objective of making geospatial information FAIR, by implementing a
SDI. Therefore we are legally bound to the obligations associated with the participation
on this pilot:
●

Formulating a DMP, up to 6 months after the start of the project (the current
document), defining briefly which datasets the project will generate/process, how
these data will be made accessible and how they will be curated, stored and
preserved.

●

Providing open access to research data, if possible.

It is important to add, that according to the ERC (European Research Council 2017, Ref.
8) “The data management plan will also have to specify if certain datasets remain closed
and the reasons for not giving access should be given (for instance, if one of the
project objectives would be jeopardised by providing open access to certain data
or some of the generated data are considered sensitive, etc.”. In the current project,
some datasets will indeed remain closed due to their sensitive nature, and this will be
fully justified in this document.
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2. Data summary
The eMOTIONAL Cities project puts together data from the “traditional” geospatial
domain (e.g.: EO images, census, social media streams) and from the neuroscience
domain (e.g.: fMRI, EEG, Eye tracking, biosensors, Clinical data). In general,
neuroscience data is not geotagged as it is analysed based on its temporal dimension,
rather than its geospatial dimension. However, geotagging neuroscience datasets is a
requirement of eMOTIONAL Cities, as we want to be able to index them in a common
SDI, enabling researchers to leverage the power of geospatial analysis and overlay them
with other geospatial datasets.
We established a requirement analysis (T3.1), in order to gain awareness about the data
collected and generated in this project. This requirement analysis included a data survey,
which was conducted by interviewing all the partners that collect or generate data, using
a template designed to capture different aspects of the dataset. The primary goal was to
capture the different characteristics of the data rather than make a census from it.

2.1. Data Surveys
The data survey followed the structure described on Annex 9.1. The information was
grouped around six sections: Overview, Spatial Attributes, Temporal Attributes, Data
Format, Metadata and Data Delivery. After asking the partners to fill in the survey, we
became aware that people had different degrees of knowledge about what an SDI is,
and what the different fields of the survey meant. For this reason, we decided to proceed
with an interview (by web conference), where we had the opportunity to do a short
presentation about what an SDI is and introduce some of the concepts used in the survey
(Cerciello 2021, Ref. 2). After that, we would proceed to fill the survey together, at least
for one or two datasets. We found this process to increase the pace of survey completion
and to be much more successful in capturing accurate information, even when the
partners went on to add more datasets later.

Figure 1 – Screenshot of one part of the online form used for the data survey
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As a result of the survey, we have identified a total of 46 dataset types, including eye
tracking data, US Census data, EO images and many others. You can find a screenshot
of a sample of the results on figure 2, and the complete results can be found on Annex
9.2.

Figure 2 – Screenshot of a sample of the survey results

The partner who contributed more datasets to this survey was CAMB, followed by NGR
and MSU (see, figure 3).

Figure 3 – Proportion of contributed datasets, by partner
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In terms of geographic distribution of the area of interest, as expected from the project
proposal they are spread through a few cities in Europe and one city in the United States.
London is the city which registered the highest number of datasets (see figure 4).

Figure 4 – Geographic distribution of the AoI of the contributed datasets

About 13% of the data contains Personal Identifiable Information (see figure 9.2.1 annex
9.2). Even if this is a small proportion of the data, the presence of these attributes raise
some ethical concerns, which are addressed in section 6 of this document.
As it would be expected in a project that is built on geospatial analysis, 95% of the data
has some kind of geospatial attribute, which enables it to be indexed in the SDI (see
figure 9.2.2 in annex 9.2). The remaining 5% can be linked to another dataset, which has
a geospatial attribute. It is worth mentioning that not all the spatial data is explicitly
georeferenced, which will require some geocoding, for instance to transform city names
into geographic coordinates. However, from all the data, which is georeferenced, WGS84
seemed to be the CRS of election for the majority of the cases.
The spatial resolution ranges between GPS accuracy and US Census Tract, or British
Burrough (see figure 5). As for the temporal resolution of datasets, the range can be
even broader: between 1 millisecond and 10 years.
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Figure 5 – Spatial resolution/ minimum unit of spatial analysis of the contributed datasets

In terms of file size, most of the datasets are expected to have a relatively modest size less than 10 megabytes, or even less than 1 megabytes (see figure 9.2.3 in annex 9.2).
However, a few datasets are expected to be in the range of hundreds of gigabytes, and
some of them have the potential to grow a lot with time, as they have a high frequency
of update.
Most of the data will be acquired via direct download or using a GIS software, and many
of those are expected to be updated through the lifetime of the project (see figure 6).

Figure 6 – Software/programming language used to acquire the datasets
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About 72% of this data is in a non-proprietary format. The remaining 28% is mostly
generated through custom software from the neuroscience domain. As described on the
figure 9.2.5 in annex 9.2, file formats of the datasets are mostly tabular (e.g.: XLS, CSV),
although there are many instances of datasets using well-known geospatial standards
(e.g.: GeoJSON, Shapefile, GeoTIFF).
Most partners will provide different sort of standards metadata, in most cases the format
used has yet to be identified (see figure 9.2.6 in annex 9.2).
Apart from gathering an understanding of the characteristics of the data, we were also
interested in knowing about the purpose of these datasets. Most of the datasets are
foreseen to be used, either in research within the scope of this project (in their own or
other WP), or to be released to the public domain as Open Data (see figure 9.2.7 in
annex 9.2). As for the specific use cases, most datasets are due to be used in GIS/Data
analysis and interactive mapping. Within that scope, a number of different analysis
techniques will be used, which include: associations between brain signals and
behaviours of people, sentiment analysis, spatial clustering, spatial statistics, feature
selection, spatial interaction, geocoding, ABM models, air pollution models and joining
with non-geospatial datasets.
We also wanted to learn about any specific requirements from these datasets to the SDI.
Most partners are interested in sharing the dataset with others and in integrating data
with other applications or services (e.g.: desktop GIS, web application, statistical
software). Security, encryption, access control and storage/redundancy were also some
characteristics that were mentioned as SDI requirements. In addition, data
transformation functionality (e.g.: format or CRS conversion) was also flagged by some
partners as a nice-to-have in the SDI.
The complete data survey results can be found in annex 9.2 and the source code for the
jupyter notebook, which implemented this analysis, can be found in it (Simoes, 2021,
Ref. 22).

2.2. Requirement Analysis & SDI Design
The ultimate goal of the requirement analysis would be to clarify these two aspects of
the SDI design:
- Ingestion: decide how the data will enter the SDI, based on formats and dimensions of
the datasets.
- Publication: decide in which formats the datasets should be available.
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Figure 7 - I/O of project datasets in the SDI

We acknowledge that at this stage, many of the data partners may not yet have a clear
picture about the datasets they will collect/produce, as some research methodologies
are still being formed. We consider this initial survey an approximation that aims to gather
a picture of the prospective variety of datasets, rather than an extensive census of all the
datasets that will be used in this project. While the latter would not be possible at this
stage, the former provided us with sufficient input to start the task of designing the SDI
(T3.2 - Design and implement SDI). During the project, the SDI will be refined in an
iterative approach, as we acquire more information about the datasets in the project.

Figure 8 - SDI iterative development

GA 945307
Deliverable 3.1 | Data Management Plan (DMP) I
August 2021

11 of 27

3. Enabling FAIR data
3.1. FAIR Principles
One of the outstanding challenges of data-intensive science has been to improve
knowledge discovery through assisting both humans, and their computational agents, in
the discovery of, access to, and integration and analysis of research data (Wilkinson and
al. 2016, Ref. 25). In 2014, a workshop named ‘Jointly Designing a Data Fairport’ took
place in Leiden, Netherlands. It brought together a wide group of academic and private
stakeholders all of whom had an interest in overcoming data discovery and reuse
obstacles. This workshop led to the creation of what became known as the FAIR
foundational principles: that data should be Findable, Accessible, Interoperable and
Reusable, both for machines and for people.
SDIs play a crucial role in facilitating the implementation of the FAIR principles in the
geospatial domain (see section 3.3). In practice, it is not the data itself but the framework
within which the data is supplied that will enable data to meet the FAIR data principles
(Plunkett 2019, Ref. 21).

3.2. Making data findable, including provisions for metadata
Although often overlooked, metadata is the piece of information which helps users to find
data, and once it has been found, it tells them how to interpret and use that data.
Publishing metadata facilitates data sharing, and sharing between organizations
facilitates cooperation and a coordinated and integrated approach to spatially related
policy issues (ESRI 2002, Ref. 5)
During the 80s and 90s, the growing appreciation of the importance of geospatial
metadata has led to the development of several initiatives, which established guidelines
for the collection of metadata. The ISO undertook the task of harmonizing these
standards, resulting in the release of ISO 19115 "Geographic Information – Metadata" in
2003, followed by a revision in 2013. This standard defines how to describe geographical
information and associated services, including contents, spatial-temporal purchases,
data quality, access and rights to use. Although ISO 19115 is by far the most widespread
standard for geospatial metadata, other standards also gain relevance in some parts of
the world. This is the case of FGDC in the United States and INSPIRE in Europe.
It is important to state that these metadata standards are mostly based on the XML
format. CSW is the OGC standard which deals with exposing a catalogue of geospatial
records in XML over the Internet, and it is still widely used in many SDIs all over the
world. However, from 2019 a new standard is being developed - OGC API records (OGC
2021, Ref. 16) - which follows a more modern web approach. Unlike CSW, this standard
does not establish mandatory encodings and encourages the use of the linked data
format.
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The STAC specification is another effort to provide a common language to describe a
range of geospatial information, also called 'spatiotemporal asset' (STAC 2021, Ref. 23).
There are current efforts to establish a mapping between the record atomic unit of OCG
API records and the STAC specification. The possibility of extending the definition of the
record with an ISO 19115 profile was also discussed during the OGC API Virtual Code
Sprint, in July 2021 (OGC 2021, Ref. 19).
In this project, we would like to be part of these discussions and explore these newer
approaches for the encoding and publishing of geospatial metadata.

3.3. Making data accessible and Interoperable
The notion of SDIs emerged more than 20 years ago, and has been constantly evolving,
in response to both technological and organisational developments. According to the
INSPIRE initiative, one of the greatest efforts to establish an infrastructure of this sort in
the public sector of Europe, an SDI can be defined as “a framework of policies,
institutional arrangements, technologies, data, and people that enables the sharing and
effective usage of geographic information by standardizing formats and protocols for
access and interoperability” (Tonchovska, Stanley, and De Martino 2021, Ref. 24).

Figure 9 – Different components of an SDI (Benthall and Evans 2021, Ref. 1)

In recent times, we have seen the rise of new architectural approaches, which can be
characterized by their data-centrism; in practice, it means that data is an asset and all
technologies and approaches should ensure that the access to it is as efficient and easy
as possible.
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APIs provide an opportunity for developers to easily create new products, by hiding the
complexity of upstream infrastructures and offering a set of well-defined and documented
methods. Traditionally, SDIs adopt service interfaces from OGC (e.g.: WMS, WFS, WCS
and SOS), which are well known and supported by client applications. However, modern
web-based APIs go one step further as they (i) provide a simple approach to data
processing and management functionalities, (ii) possibly offer different encodings of the
payload, (iii) can easily be integrated into different tools, and (iv) can facilitate the
discovery of data through mainstream search engines such as Google and Bing (Kotsev
et al. 2020, Ref. 10). These APIs often follow a RESTful architecture, which simplify its
usage, while minimizing the bandwidth usage. Finally, the OpenAPI specification
(OpenAPI Initiative 2011, Ref. 20) allows to document APIs in a vendor independent,
portable and open manner, which provides an interactive testing client within the API
documentation.
OGC has embraced this new approach in its new family of standards called OGC APIs
(OGC 2020, Ref. 14). Although still under active development, it already produced two
approved specifications: the ’OGC API - Features’ (OGC 2021, Ref. 18) and the
SensorThingsAPI (OGC 2021, Ref. 17), which provide standardised APIs for ensuring
modern access to spatial and observation data.

Figure 10 – Unlike other OGC standards, the OGC API family is made of building blocks. The relation
between the different blocks is represented on this diagram (Maso 2021, Ref. 12).
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The data curated in this project, with some exceptions, will be ingested and published in
an SDI. These exceptions will include large amounts of raw data, which need to be
processed before being shared, and whose processing will be much faster with direct
access by a custom application.
The SDI enables researchers to:
●

Access their own data, transformed to meet some requirements (e.g.: format,
CRS).

●

Share their data with other researchers from the project.

●

Share their data with a wider audience.

Interoperability is at the core of the SDI design (T3.2). In order to ensure that researchers
(and the wider public) can access these data using their desktop GIS, web application
or other tools, we will adopt OGC standards (e.g.: OGC API Features, WMS,
Geopackage, GeoTIFF) or community standards (e.g.: GeoJSON) for data and services.
The code of the SDI will be publicly available under a FOSS license (MS7).
The SDI will be available using the Internet (http/https), and it will be safeguarded by
security measures (see section 5).
The eMOTIONAL Cities project would like to position itself as an early adopter and
contributor of the new breadth of OGC APIs, and this has led us to participate in the May
2021 OGC API Code Sprint (OGC 2021, Ref. 15), which joined 56 organizations in a
three-day event. A Code Sprint is a collaborative and inclusive event driven by innovative
and rapid programming with minimal process and organization constraints to support the
development of new applications and candidate standards.

Figure 11 – Pygeoapi deployed on AWS serving a neuroscience dataset, as an outcome of the code
sprint.

More information about the outcomes of the code sprint can be found on the submitted
engineering report (EarthPulse 2021, Ref. 3).
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4. Allocation of resources
According to the NIST, cloud computing is a “model for enabling convenient, on-demand
network access to a shared pool of configurable computing resources that can be rapidly
provisioned and released” (Mell and Grance 2021, Ref. 13). Although cloud computing
in some form was available before 2000, it has been increasingly adopted from 2010,
providing a cheaper and more convenient alternative to using in-house, physical servers.
The SDI will be hosted in a cloud platform, whose costs were accounted for in the budget
of the project proposal. T3.4 covers the publishing and maintenance of the SDI in this
platform. Moreover, we will leverage the capabilities of the cloud provider for
implementing tasks such as security or backups.
The source code of the SDI and any other related applications will be stored in public
repositories in Github, using FOSS licenses. A Github organization was already created
on Github for that purpose, which will also store other public software assets, produced
within the scope of this project (Emotional Cities 2021, Ref. 4).
We have allocated enough resources to cover the hosting of the platform and associated
functionality during the lifetime of the project.

Figure 12 - Example of Cloud Computing Providers (Lengerson 2014, Ref. 11).

GA 945307
Deliverable 3.1 | Data Management Plan (DMP) I
August 2021

16 of 27

5. Data security
Every researcher involved in the project is directly responsible for the proper processing
and maintenance of data they collect, by adopting the right tools for every task that will
require data management, process, and transmission of sensitive data. Sensitive data
must be kept encrypted and/or access-controlled for the entire lifecycle.
Although the provisional nature of the data provided by the various eMOTIONAL Cities
partners will require refinement and further iterations within the project, the surveys
conducted for WP3, described in section 2.1 of this document, enabled us to have an
overview of the datasets which will be used in this project It is worth mentioning that
many of the survey responses have identified SDI requirements, which express a
concern with security; e.g.: “share data in a secure environment”, security, encryption,
access control. Knowing the nature of data collected, makes it possible to identify the
correct tools and adequate precautions in the implementation of the SDI.
The SDI will be a facilitator for the use of good data security practices: personal/sensitive
data will be protected from unauthorized access, corruption, or theft throughout its entire
lifecycle.
The SDI will offer tools implementing:
●

Data encryption: is a transformation of the data, which can be restored to its
original form - decrypted - using a key. In symmetric encryption, the same key is
used to encrypt and decrypt the data, while in asymmetric encryption different
keys are used, making it a safer option.

●

Access management: is the process of recognizing a user’s identity, by
associating an incoming request with a set of credentials. CAS, LDAP, JWT, or
Oauth2 are examples of authentication technologies used in the web domain.

●

Backups: Important project data will be copied and replicated in alternative
systems, in order to guarantee their safety in case of data loss.

These topics will be further refined during the SDI design T3.2. and described in D3.2.
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6. Sensitive data and Ethics
The project will follow the ethical principles and relevant national (Union and
international) legislation, including the Charter of Fundamental Rights of the European
Union (European Union 2012, Ref. 9) and the European Convention on Human Rights
and its Supplementary Protocols (European Court of Human Rights and Council of
Europe 2021, Ref. 7). The deliverable D9.14 (Ethics requirements) provides justification
for the processing of sensitive personal data. In addition, the document also includes an
explanation of how all the data the eMOTIONAL Cities intend to process is relevant and
limited to the purposes of the research project (in accordance with the "data minimization
principle").
This is specifically relevant to:
●

the right to the protection of personal data

●

the principle of proportionality;

●

the right to privacy.

The protection of personal data (POPD) is a fundamental human right and a central
ethical requirement. All the eMOTIONAL Cities’ partners acknowledge that data
protection imposes obligations on researchers to provide research participants with
detailed information about what will happen to the personal data that they collect.
Furthermore, partners involved in processing the data are also required to ensure the
data are properly protected, minimized, and destroyed when no longer needed.
Implementation of POPD rules in the eMOTIONAL Cities project will follow the new
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data – general data protection regulation (GDPR).
The project’s scientific research activities are considered as a specific context of
personal data processing where the equilibrium between individual freedom and the
freedom of research triggers particular rules allowing both personal data processing and
sharing in the pursuit of the public interest.
Every eMOTIONAL Cities partner will be required to design project data, services, and
tools, with privacy at the center of their priorities.
First of all, by structuring the information collected in such a way that only the minimum
information of interest to the project is displayed (data minimization) and hiding any
sensitive information useful for identifying the data subjects (data anonymization). To
facilitate that approach and to have the feeling of which data will be collected, data
surveys were conducted as an initial task of WP3.
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Whenever relevant, informed consent forms will be included in questionnaires dealing
with personal data. Informed consent is the process of telling research participants about
the key elements of a research study and what their participation will involve. This
process is at the core of the ethical conduct of research with human subjects. It normally
involves providing a written consent document containing the required information and
the presentation of that information to prospective participants. Obtaining consent
involves informing the subject about his or her rights, the purpose of the study,
procedures to be undertaken, potential risks and benefits of participation, expected
duration of the study, the extent of confidentiality of personal identification and
demographic data, so that the participation of subjects in the study is entirely voluntary.
Finally, the transfer of data from an EU partner to a non-EU partner will be preceded of
a data transfer agreement in which obligations from the transferor and the recipient will
be clear and in accordance with the Standard Clauses for the transfer of personal data
to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament and
of the Council in COMMISSION IMPLEMENTING DECISION (EU) 2021/914 of 4 June
2021.
Proper information was also shared with the non-EU partners to ensure that data
transferred from their jurisdictions to the EU will also be preceded from the proper
authorisations/documentation.

GA 945307
Deliverable 3.1 | Data Management Plan (DMP) I
August 2021

19 of 27

7. Final Remarks
One of the main aim of data management procedures established in the eMOTIONAL
Cities project is to ensure that data that is produced in the context of the project and that
is not subject to commercial exploitation or access restrictions can be made available as
open data following the findable, accessible, interoperable, and reusable principle. In
particular, Open data that can be used by third parties, possibly in different contexts, to
generate new beneficial results, including new open data. Accordingly, such open data
is one of the sustainable results of the project and will be made accessible in the most
efficient ways, as explained in 2.2.
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9. Annex
9.1

Data survey fields

Field

Description

Timestamp

Timestamp of the survey

Email Address

Email address of the contact point

Name

Name of the contact point

Partner

Consortium partner

Area of Interest

Area covered by this dataset

Description

High-level description of the dataset

Does the dataset contain PII?

Contains Personal Identifying Information

File Size

Approximate size of the file

Main operation

Is this data going to be read or written
through the project (or both)

Software/ programming language?

Which tool was used to acquire this data

Spatially enabled?

Is there a geospatial attribute

Geotag

Define geospatial attribute

CRS

Coordinate Reference System

Spatial resolution

Minimum spatial unit

Temporal resolution

Minimum temporal unit

Frequency of data

Latency of data collection

File format

Choose from a list

File format (Other)

Format not contained in the list

Is it proprietary?

Is it a proprietary format

Are you going to provide metadata? Are there plans of providing metadata
Metadata standard

Choose metadata standard from a list

Metadata standard (Other)

Format not contained in the list

User

Identify the user of this dataset

Use Cases

Identify the use cases for this dataset

Specific SDI Requirements - Notes

Identify what is expected from the SDI

Expected availability date

Expected availability for the dataset in the SDI
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9.2

Data survey Results

Results available here:
https://github.com/emotional-cities/survey-analysis/blob/master/survey_results.csv

9.2.1 Personal Identifiable Information

9.2.2 Spatially Enabled Information
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9.2.3 File Size

9.2.4 Main Operation
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9.2.5 File Format

9.2.6 Metadata Provision
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9.2.7 Data Users
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